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Open Source

Recordings of the Talk are Available

YouTube:
- https://youtube.com/live/6V-69ezDYbg

Linkedin: 
- https://www.linkedin.com/events/7259561643087421442

https://youtube.com/live/6V-69ezDYbg
https://www.linkedin.com/events/7259561643087421442
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I’m sorry
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Context: Why are we doing this?

Data Visualisation Analytics & AI

Data Processing

Data Storage

Infrastructure
Orchestration

Data Integration

100% Open Source

modular and flexible

In every Cloud and in
your own Data Center

as Managed Service in 
IONOS Cloud

Security

Monitoring

Logging



A long time ago…
-

The “Cyber Resilience Act” first appeared
on my radar in late 2022 



The story so far…



Cyber Resilience Act

Timeline:
- 2022 - At that time:

- Very little was known
- The only certainty is (was) punishment

- 2022 - 2024: Commenting period, lots of work behind the scenes
- 20 November 2024:

- Published in the Official Journal of the European Union
- 11 September 2026: Reporting obligations
- 11 December 2027: Fully applicable

First of its kind:
- Regulation aiming at (almost) all products with digital 

elements
- Previously sector specific regulation did exist (e.g. MDR)



If you want all the nitty gritty details

I recently gave a talk 
on all the details.

From a non-lawyer, 
trying to answer the 

practical question of a 
small “manufacturer”: 
What do I actually (and 
pragmatically) have to 

do?

https://drive.google.com/file/d/1XXcR8G371GZv8Tl_4vnKmJBfdrbUDbWa/view?usp=drive_link

It’s in german but if there is 
interest ping me and I can 
update and translate it to 

english

https://drive.google.com/file/d/1XXcR8G371GZv8Tl_4vnKmJBfdrbUDbWa/view?usp=drive_link


Cyber Resilience Act - What are we going to do/already doing?

- ✅ SBOMs (https://sboms.stackable.tech/)
- ✅ Vulnerability Management
- ✅ Machine readable vulnerability assessments (CSAF)
- ✅ Software Lifecycle Policies

- Waiting for OpenEoX or OWASP Common Lifecycle Enumeration (CLE) to publish lifecycle 
information in a machine-readable format

- ✅ Secure by Default and other security practices
- 👷 Vulnerability Disclosure Policy
- …

https://sboms.stackable.tech/


This lead to…



Need to create SBOMs



It doesn’t end there!



Digital Operational Resilience Act (DORA)
Network and Information Systems Directive (NIS2)
Executive Order 14028

We are not directly affected

BUT: Our customers are/might be
READ: You?

We help you by making a good and 
secure product, vulnerability 
management and processes around it.



ISO 27001:2022

Control 5.23 (new in the 2022 edition):

“Processes for acquisition, use, management and exit from cloud services
shall be established in accordance with the organization’s information
security requirements.”

What better way to have a cloud exit strategy than to build 
your data platform on Stackable?

No vendor lock-in, runs everywhere Kubernetes runs, migrate between cloud providers easily
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Over to Lukas to show you some of the stuff in action







Software Bill of Materials - SBOMs

Ingredients:
● Butter
● Sugar
● Eggs
● Flour
● Baking powder
● …





Software Bill of Materials - SBOMs



Vulnerability management



Vulnerability management



CVSS

9.0 - 10.0 Critical

7.0 - 8.9 High

4.0 - 6.9 Medium

0.1 - 3.9 Low

0 None



Vulnerability metrics and filters

EPSS: Exploit Prediction Scoring System

CISA KEV: Known Exploited Vulnerabilities Catalog

VulnCheck KEV

Fix available?



Vulnerability metrics and filters





Vulnerability metrics and filters



Assessing a vulnerability



Publishing VEX statements
-

https://advisories.stackable.tech

https://sboms.stackable.tech

https://advisories.stackable.tech
https://advisories.stackable.tech


Thank you!

Lars Francke & Lukas Voetmand 

info@stackable.tech 

 


